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HaloITSM is an IT service management (ITSM) platform used to manage incidents, service requests
and support workflows.

You can integrate 247connect with HaloITSM to launch on-demand sessions directly from HaloITSM
tickets and optionally send session information back to HaloITSM.

You can configure one or both parts of the integration:

e Create an on-demand session action in HaloITSM (recommended).

» Enable session updates from 247connect to HaloITSM (optional).

Create an on-demand session action in HaloITSM

This configuration adds a Create on-demand session action to HaloITSM tickets that launches
247connect and creates an on-demand session.
Step 1 - Create the ticket action

1. In HaloITSM, go to Configuration > Tickets > Actions.

2. Click New.

@ New Action

Details  Defaults Field List

Name *
Create a 247connect on-demand session
@ Add translations
Sequence In lists *

50

Button Name *
Create on-demand session
@& Add translations
Button lcon *

= exchange

Action Colour

Default

Action button is visible

Action is visible outside of Workflows
Action Configuration Access Type *
Generic Action

Can be added to any worktlow, but configuration access for this Action will not be inherited from the workflow.

(] Hide from Ticket header

3. On the Details tab, configure the following settings:
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Name: Create a 247connect on-demand session

Sequence in lists: A value of your choice, for example, 1

Button Name: Create on-demand session

Button Icon: Optional. Select a button icon, such as exchange, if required
Action Colour: Optional. To use the 247connect colour, enter #83cfff

Scroll to Action Settings.

@ New Action

Details  Defaults

Action Settings

System Use *

Open URL

Click here for a list of available variables.
URL*

https:/{portal-testing.247connect.cloud/on-demandintegration/halo/create?ticketid =S FAULTID&ticketUrl=SLINK TOREQUESTAGENT
Allow Users to use this action
(7] Allow Users to add attachments
(7] Hide Action butten on the User Portal

Is @ Quick Action

Quick Actions will be completed without showing the New Action Screen. Some settings, such as mandatory Field selection will be ignored if this is enabled.

(] Add note to Parent Ticket

Enabling this will disable the following systems uses for this action: ‘Add note to Child Ticket(s)’, Email Child Ticket(s), ‘Add note to Parent Ticket, ‘Update Criginal Ticket, 'Start Journey, 'Add note to Related Ticket
Status After Action *

*No Change*
Enable auto release prompts

[[] Can always edit closed Tickets

This allows the action to be used on closed tickets, regardless Agent level permission
] Update Dynamic Email List

("] show Email Fields

Configure the following settings:
System Use: Open URL

URL:
https://portal.247connect.cloud/on-demand/integration/halo/create?ticketId=$FAULTID&ticketUrl=$LINKTOREQUESTAGENT

Allow Users to use this action: Enabled
Is a Quick Action: Enabled

Show Email Fields: Disabled

Select the Defaults tab.

Configure the following settings:
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Hide from user: Enabled

Hide action from conversation & internal: Enabled

Charge Rate will override Ticket default: Disabled
8. Click Save.

Note: HaloITSM does not automatically save configuration changes. Ensure you click Save
before leaving the page, otherwise your changes may be lost.

The ticket action is now created.

Step 2 - Add the action to a workflow
1. Go to Configuration > Tickets > Workflows.

2. Open the workflow where users should be able to create on-demand sessions, for example,
the Incident Management Workflow.

3. Click Edit.

Note: Workflows can be customised. The following example uses the default Incident
Management Workflow.

4. Click the workflow stage where users should be able to create on-demand sessions, for
example, In Progress (Stage 2).

Contiguration » Tokets > wordiows |+ asooasoe@

] Actions < B save & Access Control ] Clone o Delete 3 o

#) Categorisation
@ Incident Management Workflow
D views

Field Groups FlowChart  Details OLAs  Automationlog

Action Groups

&« m

poprovalProcesses :]
=3

@ Areas Escalated (Stage 2)

& Automated Tickets AddNote

T canned Text

[# Change Management

% Problem Management @ 3

Start - Triage (Stage 1) In Progress (Stage 2) Logto Supplier
= Rules Triage N AddNote Rosolva Tickat
Automation: Triage Not Requirod email Usor
scheduled Tickets (e
o With Supplier (Stage 2) @

&) Service Level Agreements

surveys

£} Tempiates

& TicketLink Types @

Resolved (Stage 3)
® Time Management N e-Open Tiser
€nd-User Update

oA
O AssetManagement
Calendars and Appointments
¢, call Management a

) Cchat

E comoos

5. Click the Edit # iconin the top-right corner of the stage configuration window.

6. Inthe Actions section, click Add.
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7. From the Action Type to Configure at this Step drop-down, select Allow Actions.

247 4 connect

Add Actions ®

Action Type to Configure at this Step *

Allow Actions

Allow a number of Actions to be done by Agents at this Step. Each Action can move the Workflow
to a different Step

Actions to allow *

Create a 247connect on-demand sessio cate @

Move Workflow *

Remain at “In Progress”

Restrictions v

8. Configure the following settings:
Actions to allow: Select the Create on-demand session action created earlier
Move Workflow: Remain at In Progress
9. Click Save to save the stage configuration.
10. Scroll down and click Save.

11. Onthe Incident Management Workflow page, click Save again to save the workflow.

Note: Both the stage configuration and the workflow need to be saved. If either save is
missed, the action will not be available in the workflow.

The workflow is now configured.

Configure ticket updates in HaloITSM (optional)

This configuration enables 247connect to add entries to HaloITSM tickets when on-demand
sessions are created and ended.

Step 1 - Create a HaloITSM API application
1. In HaloITSM, go to Configuration > Integrations > HaloITSM API.

2. Click View Applications, then click New.
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@ Add an Application

Details  Permissions  Security

Application Name *

247connect Integration

Description

Active

Authentication Method *

O username & password

O implieit Flow (single Page Application)
O authorisation Code (Native Application)

@® client ID and Secret (Services)

@] JWT Assertion (Services)
O aplkey

@] Halo Automation Identity

For backend non user-facing applications only. This method allows logging in just with a Client ID and Client Secret. A username and password is not needed

Client ID
This is a unique identifier for your Application, and you will need this to Authenticate.

Client Secret
The Client Secrat is used to aCcess to the AP without logging in. If stored, it should be encrypted and never snown.
The Client Secret for this application will anly be shown once. i you forget it youll need to generate a new one. Generating a new Client Secret will stop the old one from working

[ copy ]
Login Type * Agenttologinas *

Agent Application Identity

Identity Roles

These will determine the base permissions the application identity has. These will be filtered based on the allowed Scopes on the Parmissions tab.

IT Agent x

In the Details tab, configure the following settings:

Application Name: 247connect Integration

Active: Enabled

Authentication Method: Client ID and Secret (Services)

Login Type: Agent

Agent to log in as: Application Identity

Identity Roles: IT Agent or another role that has permission to update tickets.

Copy the generated Client ID and Client Secret and store them securely.

Note: The client secret is only shown once. After saving, it cannot be viewed again unless

you generate a new secret.

Select the Permissions tab.

Configure the minimum permissions required by the integration. Typical permissions include:
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e read:tickets
o edit:tickets
7. Click Save.

Note: Ensure you click Save before leaving the page.

The Halo API application is now created.

Step 2 - Record the HaloITSM API details
1. Goto Configuration > Integrations > HaloITSM API.
2. Record the following values displayed at the top of the page:
» Resource Server

e Authorisation Server

AP Details

Your Resource and Authorisation Server details, including your tenant 1D if you have one, are listed below. Documentation for the HalolTSM API can also be accessed below.

Resource Server

https://netsupporthaloitsm.com/api

Authorisation Server

https://netsupporthaloitsm.com/auth

Tenant

netsupport

APl Documentation

Applications

Your list of registered applications can be accessed below. Here you can maintain andor register new applications if required.

Connected Instances

Connect other instances of Halo to your Halo API

This will allow you to view lists of tickets in ancther Halo instance from your instance.

After connecting an instance you can create a List which links to a List in the connected instance.
Agent level access to the connected instance is required to read Tickets from a connected instance.

Example:
Resource Server: https://yourinstance.haloitsm.com

Authorisation Server: https://yourinstance.haloitsm.com/auth

You will need these values when configuring 247connect.
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Step 3 - Create the action

1. Go to Configuration > Tickets > Actions.

2. Click New.

@ New Action

Details  Defaults Field List

Name *

247connect Integration

@ Add translations
Sequence in lists *
50
Button Name *
247connect Integration
@ Add translations

Button leon *

= exchange

Action Colour

Default

(] Action button is visible
("] Action is visible outside of Workflows

Action Configuration Access Type *

Generic Action
Can be added to any workflow, but configuration access for this Action will not be inherited from the workflow.

Hide from Ticket header

3. Inthe Details tab, configure the following:
Name: 247connect Integration
Sequence in list: A value of your choice, for example, 1
Button Name: 247connect Integration
Button Icon: Optional. Select a button icon, such as exchange, if required
Action Colour: Optional. To use the 247connect colour, enter #83cfff
Action button is visible: Disabled
Action is visible outside of workflows: Disabled
Hide from ticket header: Enabled

4. Scroll to Action Settings.
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Action Settings

System Use *

Add CRM Note

5. Configure the following setting:
System Use: Add CRM Note
6. Click Save.

Note: Ensure you click Save before leaving the page.
The ticket action is now created.

Step 4 - Configure the 247connect settings

1. Inthe 247connect Web Portal, go to Account > Settings > Integrations > Halo
integration.

®2 Dashboard / Accoun t /

Settings for account
Riccount Halo integration

Settings

== HALO

Microsoft integration @ Toadd the ability to launch on-demand sessions from within Halo, please follow the Halo integration guide. The settings below control what information 247connect relays back to Halo.

ServiceNow integration

HalolTSM authorisation endpoint ot T ot
Halo integration The authorisation endpoint of your Halc stance. SRR BT SR B T TS

Salesforce integration

HalolTSM client id
The client id of your integration application within your HaloITSM instance.

HalolTSM client

The client secre

HaloITSM resource server
- - ) https://etsupport.haloitsm.com
The resource server URL of your HalolTSM instance.

Push session created entries to actions in HalolTSM

Would like to push entries to the HalolTSM actions for the related tickets when on-demand v

Push session ended entries to actions in HaloITSM

ntries to the HalolTSM actions for the related tickets when on-demand v

v Save

2. Enter the following:

» HaloITSM authorisation endpoint (e.g. https://yourinstance.haloitsm.com/auth)
* HaloITSM Client ID

* HaloITSM Client Secret

» HaloITSM resource server (e.g. https://yourinstance.haloitsm.com)

3. To check the connection and confirm that the credentials are correct, click Validate.
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Note: You can also control which session entries 247connect sends to HaloITSM from
here.

4. Click Save.

Use the on-demand session button

After setup, you can create a 247connect on-demand session directly from a HaloITSM ticket.

Start a session

1. Open aticket in HaloITSM.

2. Click Create on-demand session (or the name you configured).

1 Escalation = Email User Add Note Create on-deman... Re-Assign

© (in-o003n8]

Incorrect AV settings

-04.47

Response Target: 17/06/2026 254 PM

e in Progress Resolution Target: 19/06/2026 2:54 AM
I ezt

Progress  Related Assets  Allnsights  Additional Fields  View Log

Q Admin (You)
Opened

Audiogvideo device settings misconfigured in app.

3. The 247connect Web Portal opens.

4. Anon-demand session is created automatically.

247connect.cloud

16/06/2026 9:54 AM

End-User details

o General User

Organisation

NetSupport Ltd

Site

Main

Phone Number

Not sat

Contact Address

Halo House, Glpping Way
Stowmarket

Suffolk

United Kingdom

1pl41GJ

Other Open Tickets

User =

17/06/2026
3133 - Test

16/06/2026

2149 - Issues with Teams

16/06/2026
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6.

247 4 connect

l search

@onnect

®Z Dashboard
On-demand - my sessions
“ s Account
Session details
. Installers
& Users Session name: 212388
status: ® Invited

# User groups
® sroup Expiry: 23/06/26, 12:15

s Roles Created by: Emma Wright
= Device assignment

== Billing

https://testing.247connect.link/212388 [ ]

L1 Settings
2 Auditlog

212388 @

2 on-demand
0 Managed
2 X
X Unassigned
Jr Favourites
@ Insession
> I Germany
> B Japan

> I Support

#2 Dashboard / On-demand - my sessions /

To start an on-demand session, ask the end user to visit the following link.

If the end user already has an On-demand Agent, they can run it and enter the following code:

a (EFeEED 9 6 © © © |

HALO

You can also send an email with the link to the end user.

Email*

|

Start the on-demand session with the end user.

When you finish the session, click Back to HaloITSM.

Language
English (UK) -

If session updates are enabled, session activity is automatically added to the HaloITSM ticket
history.

Organisctions

=

cmos

E

Tickets > 3N8 +

1 Escalation = Email User B Add Note

© [In-000318]

Incorrect AV settings

Triage In Progress:
Progress  Related Assets  Allnsights  Additional Fields

247connect Integration
247connect on-demand session archived &
Session Link: https://portal 247connect.cloud/on-demand

Archived by: Emma Wright
Archived at: 2026/06/18 10:46

e 247connect Integration

247connect on-demand session created &
Session Code: 791642
Session Link: https://portal.247connect.cloud/on-demand,

Create on-deman.

Resolved

Re-Assign £ Create Appointme. # Log to Supplier

Low

-0619

Responsa Target 17/06/2026 254 PM
Resolution Target: 19/06/2026 254 AM

18/06/2026 T:42 AM

End User Agent Di Link: https://247 connect link/791642
Created by: Emma Wright
Created at: 2026/06/18 10:42

Q Admin (You)
Opened

New

Audio/video device seftinas miscontiaured in aoo.

2026 9:54 AM

D O

Ticket information

Date Reported

a & 8 @ D

End-User details

o General User

16/06/2026 9:54 AM

Organisation
Created by

NetSupport Ltd
Adrmin

site
Ticket Type

Main
Incident

Phone Number
Workflow

Incident Mana

Status

New

Teamn/Assigne

Mot set
gement Workflow
Contact Address

Halo House, Gipping Way
Stowmarket

suffolk

United Kingdom

d Agent
Ipl41GJ

@ James Brown
Ist Line Support

Additional Agents

Not set

Time Recarded

Other Open Tickets -
User =

17/06/2028
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