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A user is someone with a 247connect account; they can be an Administrator with access to the
admin settings or a standard user who can start remote control sessions with the devices they're
authorised to access. Users can also be added to a user group, making it easier to assign the same
roles to multiple users at once.

View current users

1. Go to Account > Users in the side menu.

2. Alist of users appears in the display area.

@g’onnect [ search Q (Ereidon) 8 € © © ®
D 22 Dashboard 1 Account @ ®
Users
~ i Account
i (@ Manage and invite new users within your organisation. Use the edit option ] to assign users an On-demand licence. on-demand licences: 3 available
% Installers
2 Users [} Name Email User type Last login Status Actions
45 User groups Andy Green B a.greenepaicouc 2R 03/12/25,10:00 z m
5 Roles Emma jones B ejonesepci.couk 20as 10112125, 10:55 “ W
D Mark Wright m.wright@pei.co.uk W 17409125, 11:02 “ W
= Billing
£ settings
2 Auditlog
— On-demand (create )
0 Managed
XX{ Unassigned
# Favourites
9 Insession
> I Germany

> B Japan
> Uk

> usa

Selected 0 out of 3

© Netsuooort Ltd 2025

You can sort the table by clicking a column header. Click again to change the sort direction.
An arrow icon next to the column header indicates the current sort direction.

You can customise the table by selecting which columns to show and adjusting their order.
Click the settings @3 icon at the top of the display area. In the Manage columns pane, remove

a column by clicking the close X icon or drag and drop column names to reorder them, then
click Save.

Note: Locked columns (indicated with a padlock E’ icon) can't be removed. To reinstate a

removed column, select it from the Add new column drop-down list. To restore the
default column layout, click Reset.
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You can export the table to a PDF or .CSV file. Click the three dots icon * at the top right of

the display area, then select Export to PDF or Export to CSV. The file is saved in your
Downloads folder.

You can see:

« Name.

» Email address with an icon showing the login method (e.g. local, Microsoft, Google or
Apple).

» User type. Indicates what type of user they are and if the user is assigned an On-
demand licence:

= On-demand User.
0 Managed User.
¢ Global Administrator.

» Lastlogin date and time.

e Current status (Invited or Active).

If you have the required permissions, you can edit and remove users using the icons in the
Actions column (a Global Administrator can't be deleted).

Note: Click a user to view and edit their user details, settings and assigned roles.

Search for a user

1. Click in the search bar and enter your search term.
2. Matching users appear as you type.

3. Click Close X to end the search.
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Add users

If you have the required permissions, you can invite users to join your 247connect account.

Invite users
1. Go to Account > Users in the side menu.

2. Click Invite user.

Invite user

Enter the email address of the user you would like to invite and
select the authentication method.

Email*
0/128

— Language
English (UK) -
Authentication method v

3. Enter the user's email address.

4. Choose the language for the invitation email. This defaults to the language set for the
currently logged-in user in the Web Portal.

5. Select an authentication method from the drop-down list:
Apple: Users authenticate using their Apple credentials.
Local: Users authenticate directly with 247connect using their email and password.
Microsoft: Users authenticate using their Microsoft credentials.
Google: Users authenticate using their Google credentials.
6. Click Send.
The user appears in the list with a status of Invited until they complete their registration. They'll
receive an email asking them to confirm their email and complete their 247connect profile. To

resend the invitation, click the Resend invite E icon.
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Note: New users are not assigned any permissions by default. You’ll need to assign them a role to
grant access.
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Manage users

If you have the appropriate permissions, you can edit user details or delete users who no longer
need access to 247connect.

Edit a user
1. Goto Account > Users in the side menu.

2. Find the user you want to edit.
Note: Use the search bar to quickly locate a user. Matching users appear as you type - click
one to go directly to their details.
: = [ '
3. Click the Edit icon next to the user's name.

Or
Click the user in the list, select the User details tab and click Edit.

Edit user

— First name*

Mark

4/128

— Last name*

Wright

6/128

— Phone

01778382270

11/128

— Email*

m.wright@pci.co.uk

18/128

— On-demand licence

Assigned v

4. Make the necessary changes.

Note: You can view and manage the user's On-demand licence here.

5. Click Save.
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Delete users

You can delete users individually or in bulk.

1. Go to Account > Users in the side menu.

2. Click the Delete Im icon next to the user.
Or

To delete multiple users, select the checkboxes next to each user. To select all users available

for deletion, click the checkbox at the top of the column. Click the Delete IE icon in the top
right.

3. Click Yes to confirm the deletion.
Note: You can't delete the following users:

» A user with the Global Administrator role if they are the only user with that role. To delete
them, first assign the role to another user.

e« A user who is the main contact for the account.

e« Your own user account.

Users can also request that their account be deleted from their profile page. A deletion request is
sent to the Global Administrator for approval.
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Manage individual user details

Manage the details of any user selected from the Users list. You can view and edit their personal
information and assigned roles.
Open a user's details

1. Goto Account > Users in the side menu.
2. Click the required user from the list.

The User page has four tabs:

User details

®Z Dashboard / Account / Users /

James Green (j.green@nsicorp.com)

User details User settings User role assignments User history
First name: James
JG Last name: Green

Emad 174 j.green@nslcorp.com

James Green
Phone:

2FA Enabled @: @

@ Edit

Displays the user's name, email address, contact details and shows if two-factor
authentication (2FA) is enabled. (If you have the required permissions, you can disable 2FA
for the user here.) Click Edit to update their details.

User settings (coming soon)

User role assignments

User details User settings User role assignments User history
@ A list of role assignments for this user. To remove a user group role assignment for this user, go to User groups .d New role assignment
Role Device group Actions
an Global Administrator B Account oW
# Managed User
@ g | ok &
UK Support team B usa
# On-demand User
) | usa @
UK Support team |

Shows the roles assigned to the user and the device groups where those roles apply.
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To create a new role assighment, click New role assignment. To edit a role assignment,
click the role assignment and update the associated device groups. Remove a role by clicking

the Delete IE icon. To delete a user group role assignment, click the Go to user group 4
icon.

The role icon indicates how the role is assigned:

aa [Single person icon] The role is assigned by user.

® [Multiple person icon] The role is assigned via a user group.

User history

User details User settings User role assignments User history
Y Filter

Action Object Actioned by Date

2FA Disabled £ User: Emma Wright Emma Wright 29/05/26, 16:07
Users / Security

2FA Enabled 2. User: Emma Wright Emma Wright 29/05/26, 16:06
Users / Security

User logged in & User: Emma Wright Emma Wright 29/05/26, 16:04
Users / Security

User logged out £ User: Emma Wright Emma Wright 29/05/26, 16:02
Users / Security

user logged in 2. User: Emma Wright Emma Wright 29/05/26, 12:24
Users / Security

User logged in £ User: Emma Wright Emma Wright 28/05/26, 14:53

Users / Security

Displays a chronological record of activity and changes for the selected user.
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User groups

User groups enable you to manage access for multiple users at once. A group can have one or more
roles and every member automatically inherits those roles. This makes it easy to assign the same
permissions to several users. A user can also belong to multiple groups.

247/ connect Search Q ‘ (@Prodictiour) B & © ® @
.- # Dashboard / Account /
User groups
~ fa Account
(3 Organise users into user groups for easier management and role assignment.
% Installers
Name Actions
& Users
45 User groups IT Administrators z W
. Team Leaders W
°
= Device assignment Tech Support level 1 access = M
= Billing Tech support level 2 access Z o
& settings [m] UK Support team = W
~N e US Support team “ W

 on-demand (‘create )

0 Managed
X Unassigned
Favourites
@ Insession
> I Germany
> W Japan
> ouk

> usa

Selected 2 out of 6

You can sort the table by clicking a column header. Click again to change the sort direction. An
arrow icon next to the column header indicates the current sort direction.

You can customise the table by selecting which columns to show and adjusting their order. Click the
settings @3 icon at the top of the display area. In the Manage columns pane, remove a column by

clicking the close X icon or drag and drop column names to reorder them, then click Save.

Note: Locked columns (indicated with a padlock E’ icon) can't be removed. To reinstate a

removed column, select it from the Add new column drop-down list. To restore the default
column layout, click Reset.

You can export the table to a PDF or .CSV file. Click the three dots icon * at the top right of the

display area, then select Export to PDF or Export to CSV. The file is saved in your Downloads
folder.
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Create a user group

1. Goto Account > User groups in the side menu.

2. Click Create.

Create user group

NNNNN
( Tech Support I

121100

p

0/250

(@ Select Users to add them to this user group.

Search |

Select all

Emma Jones - (e jones@nslcorp.com)

James Green - (j.green@nsl.corp)

|08 o

Mark Smith - (m.smth@nslcorp.com)

Enter a name for the group and, if required, a description.

3
4. Select the users to add to the group. You can use the search bar to find users.
5. Click Save.

6

The new group appears in the list.

Once created, you can assign roles to the group.

Manage user groups

* Click the Edit icon to update the group and its members.

* Click the Delete @ icon to remove a group.

Note: You can't delete a group that has users or roles assigned to it.
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View details of a user group

1. Click the required group in the list.

The User groups page has three tabs:

Members

®Z Dashboard / Account / User groups /

UK Support team
Members Role assignments History
D Name Email User type Last login Status Actions
D Emma Jones e.jones@nslcorp.com rod o 17/09/25, 11:14 = E
D James Green j-green@nslcorp.com 25/04/25, 08:30 £ ]m
D Mark Wright m.wright@nslcorp.com rag e 17/09/25, 11:02 £ m

Displays the users in the group. You can edit or delete users from the group here. Clicking a

user opens their user details page.

Role assignments

= Dashboard / Account / User groups /

UK Support team
b Role assi t: History

(@) Alist of role assignments for this group.
Role Device group Actions
# Managed User B uk o
# on-demand User B uk o

Shows the roles assigned to the group and the associated device group. To create a new role
assignment, click New role assignment. To edit a role assignment, click the role

assignment and update the associated device groups.

If you delete the role, it also removes it from the device group.
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History

82 Dashboard / Account / User Groups /

UK Support team
Members Role assignments History
Date Action

247 4 connect

& Edit

09/16/25, 15:52

09/16/25, 15:52

09/16/25, 15:52

09/16/25, 15:14

Shows all events related to the user group.

New user added to group
User Groups / User Group Management

New user added to group
User Groups / User Group Management

New user added to group
User Groups / User Group Management

New user group created
User Groups / User Group Management

o
=

Do

Object Actioned by
User Group: UK Support team
Jane Neal
User: Jane Neal
User Group: UK Support team
Jane Neal
User: James Green
User Group: UK Support team
i Jane Neal
User: Bret Smith
User Group: UK Support team Jane Neal

o
2
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Assign an On-demand licence to a user
A user must have an On-demand licence to start sessions with on-demand devices.

Note: Once assigned, an On-demand licence is locked for 90 days. During this time, you can't
unassign it or reassign it to another user.

Assign an On-demand licence

1. Goto Account > Users in the side menu.

2. Click the Edit E’ icon next to the user.

Or

Click the user in the list, select the User details tab and click Edit.

Edit user

— First name*

Mark

41128

— Last name*

Wright

6/128

— Fhone

01778382270

11/128

— Email*

m.wright@pci.co.uk

187128

¢— On-demand licence

Assigned -

3. Inthe On-demand licence drop-down list, select Assigned.

4. Click Save.

The On-demand = icon appears in the User type column, confirming that the licence is assigned.
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Role assighment

Assigning roles in 247connect determines which users can access specific features, managed
devices and sessions. You can assign one or more roles to one or more users or groups and choose
to apply these roles at account level or to specific device groups.

Notes:

» Assigning a role at device group level applies those permissions only to the selected group
and its sub-groups.

» Roles assigned to users at account level give users permissions across the entire
organisation and take precedence over roles assigned at device group level.

» Changes to role permissions take effect when assigned users log out and log back in.
Updates may take up to five minutes to apply.

Create role assignments

You can create role assignments from several locations in 247connect.

Assign roles from the Roles page
Use this method to assign one or more roles to multiple users or user groups.

1. Go to Account > Roles in the side menu.
2. Click Role assignment.

3. Select the role(s) you want to assign.

2 Dashboard / Account / Roles /

Role assignment

@ sclectroe ——————————————————— @ selectusergroups ——————————————————— @) selectusers —————————————————— (@) select device group
@ Select the role(s) you wish to assign.,

Search

Global Administrator O

Managed User

On-demand User [m}

Support level 1 access [m}
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4,
5.

6.
7.

Click Next.

To assign the role(s) to a group, select the user group(s).

#2 Dashboard / Account / Roles /

Role assignment

o select role

@ Selectthe user group(s) you want to assign the selected role(s) to.

o Select user groups

° Select device group

e Select users

Search

Select all

IT Administrators
Team Leaders

Tech Support level 1 access
Tech Support level 2 access
UK Support team

US Support team

Total 6 items,

O8O0 O0O0O0 m

Click Next.

To assign the role(s) to individual, select the user(s) from the list.

®Z Dashboard / Account / Roles /

Role assignment

o Select role

@ select the user(s) to assign to the role(s) you selected in step 1

o Select user groups

° Select device group

e Select users

search
Select all -]
Emma Jones - (e,jones@nslcorp.com) O
James Green - (j.green@nsl.corp)
Mark Smith - (m.smth@nslcorp.com) O

Total 3 items,

Click Next.

Select the device group(s) to assign the role and user(s) to. Choosing Account / On-
demand applies the assignment across the whole account. Assigning to a parent device
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group will automatically include child groups.

2 Dashboard / Account / Roles /

Role assignment

@ sclectroe ——————————————————— @ selectusergroups —————————————————— ) selectusers ———————— (@) Select device group
® Select the device groups) you want to assign the selected role(s) and user(s) to. Choosing the Account option will apply the assignment everywhere. Assigning to a parent device group will automatically include
child groups.
search Q

~ [ sts Account / On-demand
v [0 m Germany

O = munich
v [ & japan

[J m North office
« O UK

O Cambridge office

[ = oxford office
v [ musa

[J M East coast

[ B west coast.

10. Click Create.

During role creation

When creating a role:

1. Enter the role details and configure the role permissions.
. Click Save.

Select the Role assignments tab.

> W N

Click New role assignment.

Role assignment - Support level 2 access

e Select device group

e Select users

@ select the user group(s) you want to assign the selected role(s) to.

o Select user groups

Search

select all

IT Administrators

Team Leaders

Tech Support level 1 access
Tech Support level 2 access
Test user group

UK Support team

Oooooooo o

US Support team
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Select the required user groups.

Click Next.
Select the required users.

Click Next

5.
6.
7.
8.
9.

10. Click Create.

Select the required device groups.

Note: The Role assignments tab is unavailable until you save the role.

Assign roles to a user

Use this method to assign one or more roles to a specific user.

1. Goto Account > Users in the side menu.
Click the required user.

Select the User role assignments tab.

> W N

Click New role assignment.

Role assignment - Jane Neal

@ seiect role © select device group

@ select the role(s) you wish to assign.

Search

Global Administrator
Managed User
On-demand User

‘On-demand User (Cloned)

Oooooo

Support level 1 access

Select the required role(s).
Click Next.

Select the required device group(s).

©® N o U

Click Create.
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Assign roles to a user group

Use this method to assigh one or more roles to a specific user group.

> W N

©® N o v

Go to Account > User Groups in the side menu.
Click the required user group.
Select the Role assignments tab.

Click New role assignment.

Role assignment - Tech Support level 1 access

© selectrole © select device group

@ select the role(s) you want to assign to this user group.

=

Global Administrator
Managed User
On-demand User

On-demand User (Cloned)

Ooo0oo0ooo

Support level 1 access

Total 5 items. X Cancel > Next

Select the required role(s).
Click Next.
Select the required device group(s).

Click Create.

Assign roles to a device group

Use this method to assign one or more roles within a specific device group.

> W N

Go to Managed in the side menu.
Click the required device group.
Select the Group role assignments tab.

Click New role assignment.
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10.

v © N o 0

Role assignment - Japan

o Select role a Select user groups e Select users

@ Select the role(s) you want to assign for this device group.

‘ Search

Global Administrator
Managed User
On-demand User

On-demand User (Cloned)

Oooooao

Support level 1 access

Select the required role(s).

Click Next.

Select the required user group(s).
Click Next.

Select the required user(s).

Click Create.

View and remove role assignments

You can view where each role is assigned and, if you have the required permissions, remove those
assighments.

Note: Removing a role always removes it from the assigned device group.

By role

See which users, user groups and device groups are assigned to a role.

> W N

Go to Account > Roles in the side menu.
Click the required role and select the Role assignments tab.
View a list of users, user groups and device groups assigned to the role.

To change the device groups for a role assignment, select it from the list, update the device
groups and click Update.
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5. Toremove an assignment, click the Delete Im icon next to it.

6.

Click Yes to confirm the removal.

By user

View the roles assigned to a user and the device group where those roles apply.

i A W N

7.

Go to Account > Users in the side menu.

Click the required user.

Select the User role assignments tab.

View the roles assigned to the user and the device groups where those roles apply.

To change the device groups for a role assignment, select it from the list, update the device

groups and click Update.

To remove the role assignment, click the Delete IE icon next to the role.

Click Yes to confirm the removal.

By user group

View the roles assigned to a user group and the device group where those roles apply.

v K W N

7.

Go to Account > User Groups.

Click the required group.

Select the Role assignments tab.

View the roles assigned to the group and the device groups where those roles apply.

To change the device groups for a role assignment, select it from the list, update the device

groups and click Update.

To remove the role assignment, click the Delete IE icon next to the role.

Click Yes to confirm the removal.

By device group

See the roles, users and user groups assigned to a device group.

[

Go to Managed in the side menu.
Click the required device group.
Select the Group role assignments tab.

View the role assignments for the device group.
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5. To change the roles assigned to the device group, select the role assignment from the list,
update the roles and click Update.

6. Toremove a role assignment from the device group, click the Delete Im icon next to it.
7. Click Yes to confirm the removal.

Notes:

» To delete multiple users or roles at once, select the checkboxes next to each item and click

the Delete IE icon in the top right.

e To add users, user groups and device groups to a role, click Role assignment and follow
the steps in Assign roles.
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Setting up two-factor authentication (2FA)

Two-factor authentication (2FA) adds an extra layer of security to user accounts by requiring two
forms of verification when signing in, not just a password. You can require all local users to set up
2FA in the Account settings, or users can enable it themselves from their profile.

2FA works by linking your account to an authenticator app, such as Google Authenticator or
Microsoft Authenticator.

Note: This applies to local user accounts. If you sign in using Microsoft, Google or Apple
credentials, you use their built-in authentication methods.

Require all local users to set up 2FA

1. Go to Account > Settings in the side menu.

2. Enable the Require 2FA for local users option.

The next time a local user signs in to 247connect, they will be prompted to set up 2FA.

247connect.cloud



Set up 2FA

1. Click the Profile ® icon in the top menu.

2. Select the Profile tab.
3. Click Set up 2FA.

Set up two-factor authentication (2FA)

Secure your account by linking an
authenticator app
(e.g., Google Authenticator, Microsoft Authenticator).

1. Open your authenticator app and choose
Add account — Scan QR code.

2. Scan the QR code shown. Confirm account
name.

Secret:

2 3. Enter the 6-digit code below and click Verify.

‘ 6-digit code ‘
If you cannot scan the QR code, use

the secret key above to add the
account manually in your
authenticator app.

Open your authenticator app and choose Add account > Scan QR code.
Scan the QR code shown and confirm the account name.

Enter the 6-digit code from your authenticator app and click Verify.

N un A

Your recovery codes appear. Save these in a secure location for use if you lose access to your
authenticator app. Click Copy to save the codes, then Close.

2FA is now enabled. The next time you sign in to 247connect, you'll need to enter the code from
your authenticator app.

Enable or disable 2FA

Local users can enable or disable 2FA on their own accounts. Users with the appropriate
permissions can disable 2FA for other local users, but they can't enable it for them.

Note: If you turn off 2FA and it's required for local accounts, you will be prompted to set it up
again the next time you sign in.

Manage your own 2FA

1. Click the Profile ® icon in the top menu.

2. Select the Profile tab.

247connect.cloud
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3.

Toggle 2FA Enabled on or off.

Disable 2FA for another user

1.

2
3.
4

Go to Account > Users in the side menu.
Click the required user from the list.
Select the User details tab.

Toggle 2FA Enabled off.
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