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The 247connect Control is the tool used to interact with Managed and On-demand Agents. It
provides access to key remote support tools, enabling you to view the end user's screen, transfer
files, chat, send messages, run remote commands and scripts, monitor system activity and edit the
Windows registry.

Note: The 247connectWindows Control component must be installed on the user's machine to
use these features.

Available features:
l View:Remotely view the end user’s screen to assist with troubleshooting or provide support.

l Transfer files: Send or receive files between both devices during the session.

Note: File transfer is supported only on Windows and Android Agents.

l Chat: Open a live chat window to communicate directly with the end user.

l Send a message: Send quick, one-way messages.

l PowerShell: Run remote commands and scripts directly on a Windows managed device.

l Task Manager: Monitor and manage running applications, processes, servicesand drivers on
a Windows managed device.

l Registry Editor: Access and edit the registry on a Windows Agent.
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View

With 247connect, you can easily access and monitor your end users using the View feature.

Note: To enable full remote control, the Android Agent needs a separate utilities package that's
signed by the device manufacturer. If your device isn't currently supported, you can submit a
request. Go to Account > Installers >Managed Agent installers > Android. Then, click
Request manufacturer support and enter your device details.

Start a View session

For managed devices

1. Go toManaged in the side menu.

2. Select the device from a device group.

Note: You can quickly access the remote features by hovering over a device in the side menu,

clicking the three dots icon and choosing a feature from the list.

For on-demand sessions

1. Go to On-demand in the side menu.

2. Select the required session.

Click View in the toolbar.

When prompted, click Open to launch the 247connect Control. To skip this step in the future, select
Always allow portal.247connect.cloud to open links of this type in the associated app.

By default, connecting to an On-demand Agent requires end-user approval. You can also enable
end-user acknowledgement for Managed Agents in Device group settings. While waiting, you'll see
a Connecting screen. Click Cancel to stop the request.
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The View window

At the top of the window, you'll see the device name and session time. Icons indicate the session
type:

[VDU icon] Shows you are in a managed device session.

[2-way flow arrows icon] Shows you are in an on-demand session.

Use the toggle buttons 100% or Scaled to switch between scaled view and 100%. Click the

full screen icon to enter full-screen mode. Use the on-screen toolbar to access features or return

to windowed mode.

From the View window toolbar, you can:

l Enter credentials to elevate the session (available for On-demand Agents only).

l Send Ctrl+Alt+Delete.

l Blank the end user's screen (available for Windows Managed Agents only).
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l Choose which monitor to view if the end-user is using multiple monitors or view the whole
desktop.

l Copy and paste using the clipboard.

l Take a screenshot of the end user's screen.

l Open a File Transfer window.

l Start a chat with the end user.

l Send a message to the end user.

l Access tools, including PowerShell, Task Manager and Registry Editor.

l Change the display theme.

l Access the About information for 247connect, the Information Hub and options to download
and install updates. When a new version of the Control is available, the icon changes. From
here, you can choose to download and install the latest version now or wait until the session
ends.

Note:When viewing an Android device, Android navigation buttons appear at the bottom of the
window, enabling you to navigate the device. These buttons are only available when accessibility
for remote control is enabled on the device (coming soon).

The status bar at the bottom of the window shows the device name, logged-on end user, keyboard
layout and the type of encryption the session is using. This will display TLS + AES if the session
runs through the gateway or AES (P2P) if the Control and the Agent are on the same network.

Elevate an on-demand remote session
When you are viewing an On-demand Agent, you can elevate the remote session to run admin
applications.

1. Click Elevate in the View window toolbar.

2. If known, enter the admin user ID and password.

Or

Prompt the end user to enter their credentials.

3. Click Elevate.

Blank the screen
Blank the screen during a View session to prevent end users from seeing any activity while you
work. By default, a message appears on their screen stating that a 247connect user is active. You
can customise this message in the Account settings.
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Note: This feature is only available for Windows Managed Agents.

1. Click Blank in the View window toolbar.

2. To reinstate the screen, click Blank again.

Capture the screen
1. Click Screenshot in the View window toolbar.

2. The end user's screen is captured and saved automatically as a .png file in
247connect/Screenshots folder within your Pictures directory.

Note: An indicator appears on the Screenshot icon, showing the number of screenshots
taken (up to nine).

3. Click the Screenshot icon drop-down arrow to view or delete recent screenshots. You can
also open the folder where the screenshots are stored.
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Transfer files

Easily transfer files and folders between your device and the end-user's device using 247connect.
Drag and drop functionality, along with quick access to navigation and filtering tools, makes
organising and transferring your files both flexible and straightforward.

Note: File transfer is not supported on the macOS Agent. This feature is only available on
Windows and Android Agents.

Start a file transfer session

For managed devices

1. Go toManaged in the side menu.

2. Select the device from a device group.

Note: You can quickly access the remote features by hovering over a device in the side menu,

clicking the three dots icon and choosing a feature from the list.

For on-demand sessions

1. Go to On-demand in the side menu.

2. Select the required session.

Click File transfer in the toolbar.

When prompted, click Open to launch the 247connect Control. To skip this step in the future, select
Always allow portal.247connect.cloud to open links of this type in the associated app.

By default, connecting to an On-demand Agent requires end-user approval. You can also enable
end-user acknowledgement for Managed Agents in Device group settings. While waiting, you'll see
a Connecting screen. Click Cancel to stop the request.

The File transfer window appears.
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Select and transfer files

1. In the Local Computer pane, navigate to the files or folders you want to transfer. Use the
Select drop-down menu to manage your selection:

l All: Selects all files and folders.

l Files: Selects all files.

l Folders: Selects all folders

l Invert: Reverses the current selection.

l Clear: Deselects everything.

Note: Click Recent Files to view the last 20 files you worked with. Selecting a file from the
list copies it to the current folder on the end-user's device.

2. In the Remote Computer pane, select the destination folder. If the folder doesn't exist, click
Create Folder.

3. Click Copy File.

Note: You can also drag and drop files or folders directly from your device to the end-user's
device.

4. A Copy Progress dialog shows the status of the transfer. You can:

l close the window when the transfer finishes

l hide the main window during the transfer

l ignore error messages or overwrite prompts until the operation finishes.
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Note: You can also transfer files from the end-user's device back to yours.
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The File Transfer window

At the top of the window, you'll see the device name and session time. Icons indicate the session
type:

[VDU icon] Shows you are in a managed device session.

[2-way flow arrows icon] Shows you are in an on-demand session.

Toolbar actions
From the toolbar, you can:

l Enter credentials to elevate the session (available for On-demand Agents only).

l Copy, create or delete a file or folder.

l View properties of the selected item.

l Open the selected file.

l Use the Select options: all items, all files, all folders, invert selection or clear selection.

l Print a folder tree or file list.

l See a list of recent files.

l Add or remove the current folder from Favourites.
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l Open a View window.

l Chat with the end user.

l Message the end user.

l Access tools, including PowerShell, Task Manager and Registry Editor.

l Change the display theme.

l Access the About information for 247connect, the Information Hub and options to download
and install updates. When a new version of the Control is available, the icon changes. From
here, you can choose to download and install the latest version now or wait until the session
ends.

Folder panes

Local Computer pane
Shows a tree view of your device's folders on the left and the folder contents on the right.

Remote Computer pane
Shows a tree view of the end user device's folders on the left and their contents on the right.

Navigation tools
At the top of each pane, you'll find navigation controls. Use the back and forward arrows to move
through folder history. Click the drop-down arrow icon to view recently accessed locations. Use

the path bar to jump directly to a folder. Use the Filter drop-down arrow to filter the folder list.

You can customise how folders are displayed using the icons:

Reload the current folder.

Display files and folders as icons.

Display items in a list.

Show detailed information like size and date.

Expand either the local or remote pane for a larger view.

The status bar at the bottom of the window shows the device name, logged-on end user, selected
files and their total size and the type of encryption the session is using. This will display TLS + AES
if the session runs through the gateway or AES (P2P) if the Control and the Agent are on the same
network.
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Work with files and folders

During a file transfer session, you can manage files and folders easily using the tools available in
247connect.

Create a folder
You can create folders on either your device or the end user's device.

1. In the Local Computer or Remote Computer tree view, select the target drive or folder.

2. Click Create Folder.

3. Enter a name for the folder and click OK.

Add a folder to favourites
To quickly access frequently used folders, add them to the Favourites folder.

1. Select the folder in the Local Computer or Remote Computer pane.

2. Click Add.

3. The folder appears under Favourites in the tree view.

Rename a file or folder
1. Select the file or folder.

2. Click the Rename icon or press F2.

3. Enter the new name.

4. Click OK.

Change file attributes
You can set or clear attributes, such as making a file to read-only.

1. Select the file.

2. Click the Properties icon.

Or

Right-click and choose Properties.

3. In the File Properties dialog, select or clear the attributes as needed.
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Edit a remote file
You can open and edit files from the end user's device and send the updated version back.

1. Double-click the file in the Remote Computer pane.

Or

Select the file in the Remote Computer pane. Click the Open Item icon to open it in the
default application, or click the drop-down arrow and select Choose application to choose a
different application if required.

Note: Depending on the file type, you may be prompted to confirm the upload.

2. The file uploads and opens on your machine. After editing, save and close it.

3. When prompted, click Yes to send the updated file back to the Agent. To rename the file,
enter a new name in the Save As field. Click No to discard changes.

Notes:

l If the file changes during editing, you'll be notified and can:

l save your copy with a new name

l overwrite the remote file

l cancel and discard your changes.

l You can also edit a file using 247connect's internal text editor by right-clicking the file and
selecting Quick Edit.

Delete files and folders
You can delete files and folders from either your device or the end-user's device.

1. Select the file or folder.

2. Click the Delete icon.

3. A confirmation dialog appears.

4. Select Include Contents to delete everything inside the folder (if applicable).

5. Click Yes.

Notes:

l You can only delete one folder at a time. If multiple folders are selected, only the last one
is deleted.
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l By default, all files deleted from the Local Computer pane are sent to the Recycle bin.

Print file transfer list
You can print a folder tree, file list or a selected area from either the Local Computer or Remote
Computer pane.

1. In either the Local Computer or Remote Computer pane, select the folder tree or file list to
print.

2. Click Print.

3. In the Print options dialog, choose:

l Folder tree or File list.

l All to print the full list or Selection to print only the selected area.

l Print Images to include file icons.

4. Click OK.
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Chat

Use the Chat feature in 247connect to communicate directly with the end user via the Agent
running on a device. You can start a chat at any time - either independently or during a remote
control session. You can use this feature to request actions, share information or confirm tasks
without needing a phone call or another messaging tool.

Start a chat session

For managed devices

1. Go toManaged in the side menu.

2. Select the device from a device group.

Note: You can quickly access the remote features by hovering over a device in the side menu,

clicking the three dots icon and choosing a feature from the list.

For on-demand sessions

1. Go to On-demand in the side menu.

2. Select the required session.

Click Chat in the toolbar.

When prompted, click Open to launch the 247connect Control. To skip this step in the future, select
Always allow portal.247connect.cloud to open links of this type in the associated app.

By default, connecting to an On-demand Agent requires end-user approval. You can also enable
end-user acknowledgement for Managed Agents in Device group settings. While waiting, you'll see
a Connecting screen. Click Cancel to stop the request.

Chat window
The Chat window opens on both your screen and the end user's.

Note: If you start a chat while in a View session, the Chat pane appears in the View window. Click
Chat again to close it.
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At the top of the window, you'll see the device name and session time. Icons indicate the session
type:

[VDU icon] Shows you are in a managed device session.

[2-way flow arrows icon] Shows you are in an on-demand session.

From the toolbar, you can:

l Save a copy of the chat.

l Copy the chat text to your clipboard.

l View the end user's screen.

l Open a File Transfer window.

l Message the end user.

l Access tools, including PowerShell, Task Manager and Registry Editor.

l Change the display theme.

l Access the About information for 247connect, the Information Hub and options to download
and install updates. When a new version of the Control is available, the icon changes. From
here, you can choose to download and install the latest version now or wait until the session
ends.
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The status bar at the bottom of the window shows the device name, logged-on end user and the
type of encryption the session is using. This will display TLS + AES if the session runs through the
gateway or AES (P2P) if the Control and the Agent are on the same network.

Send your message
1. Type your message in the lower pane.

2. Click the Send icon.

Your message appears in the main pane in the Agent’s Chat window.

The end user can reply, copy or save the chat or end the session at any time.
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Send a message

Use the Message feature in 247connect to send one-way messages to an end user. This is useful for
sharing instructions, alerts or important updates.

Send a message

To managed devices

1. Go toManaged in the side menu.

2. Select the device from a device group.

Note: You can quickly access the remote features by hovering over a device in the side menu,

clicking the three dots icon and choosing a feature from the list.

To on-demand sessions

1. Go to On-demand in the side menu.

2. Select the required session.

ClickMessage in the toolbar.

When prompted, click Open to launch the 247connect Control. To skip this step in the future, select
Always allow portal.247connect.cloud to open links of this type in the associated app.

By default, connecting to an On-demand Agent requires end-user approval. You can also enable
end-user acknowledgement for Managed Agents in Device group settings. While waiting, you'll see
a Connecting screen. Click Cancel to stop the request.
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Compose and send your message
1. Type your message in the text box.

2. Select an icon to match the urgency of your message:

No icon is shown.

Information.

Question.

Warning.

Error.

3. (Optional) Include an audible alert to highlight the message. Click the Audio icon until it

shows as active .

4. (Optional) Set how long the message should appear on the end user's screen (in seconds). If
left blank, the message stays on screen until the end user clicks OK.

5. Click Send.

The message appears on the end-user's screen.

The end user can click Copy to copy the message to their clipboard. Click OK to close the message
or it will disappear automatically after the set time.
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Using PowerShell

You can use PowerShell to run commands directly at an end user, making it easier to run scripts and
troubleshoot issues.

Note: PowerShell is only available for Windows Agents.

Open a PowerShell session

For managed devices

1. Go toManaged in the side menu.

2. Select the device from a device group.

Note: You can quickly access the remote features by hovering over a device in the side menu,

clicking the three dots icon and choosing a feature from the list.

For on-demand sessions

1. Go to On-demand in the side menu.

2. Select the required session.

Click Tools in the toolbar and select PowerShell.

When prompted, click Open to launch the 247connect Control. To skip this step in the future, select
Always allow portal.247connect.cloud to open links of this type in the associated app.

By default, connecting to an On-demand Agent requires end-user approval. You can also enable
end-user acknowledgement for Managed Agents in Device group settings. While waiting, you'll see
a Connecting screen. Click Cancel to stop the request.

The PowerShell window

Note: To run PowerShell as another user, enter a username and password when prompted - for
example, to run as an administrator. Click Cancel to continue as the default session user.
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At the top of the window, you'll see the device name and session time. Icons indicate the session
type:

[VDU icon] Shows you are in a managed device session.

[2-way flow arrows icon] Shows you are in an on-demand session.

From the PowerShell window toolbar, you can:

l Enter credentials to elevate the session (available for On-demand Agents only).

l Copy and paste text to and from the command pane.

l Change the font used in the command pane.

l Open a View window.

l Open a File Transfer window.

l Start a chat with the end user.

l Send a message to the end user.

l Access tools, including Task Manager and Registry Editor.

l Change the display theme.

l Access the About information for 247connect, the Information Hub and options to download
and install updates. When a new version of the Control is available, the icon changes. From
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here, you can choose to download and install the latest version now or wait until the session
ends.

Command pane
Enter your PowerShell commands in the command pane and view the results.

While the session is active, 247connect stores each command you run. You can:

l Press the up/down arrow keys to scroll through previous commands and press Enter to re-
run one.

l Press F7 to open a history window showing all previous commands. Select one and press
Enter to run it again.
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Using the Task Manager

The Task Manager tools in 247connect give you real-time insight into a remote device’s
performance and system activity. You can view and manage running applications, processes,
services and drivers.

Note: The Task Manager is only available for Windows Agents.

Open the Task Manager

For managed devices

1. Go toManaged in the side menu.

2. Select the device from a device group.

Note: You can quickly access the remote features by hovering over a device in the side menu,

clicking the three dots icon and choosing a feature from the list.

For on-demand sessions

1. Go to On-demand in the side menu.

2. Select the required session.

Click Tools in the toolbar and select Task Manager.

When prompted, click Open to launch the 247connect Control. To skip this step in the future, select
Always allow portal.247connect.cloud to open links of this type in the associated app.

By default, connecting to an On-demand Agent requires end-user approval. You can also enable
end-user acknowledgement for Managed Agents in Device group settings. While waiting, you'll see
a Connecting screen. Click Cancel to stop the request.
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The Task Manager window

At the top of the window, you'll see the device name and session time. Icons indicate the session
type:

[VDU icon] Shows you are in a managed device session.

[2-way flow arrows icon] Shows you are in an on-demand session.

From the Task Manager window toolbar, you can:

l Enter credentials to elevate the session (available for On-demand Agents only).

l Switch between Applications, Processes, Services and Drivers.

l Refresh, print and export the data.

l Open a View window.

l Open a File Transfer window.

l Start a chat with the end user.

l Send a message to the end user.

l Access tools, including PowerShell and Registry Editor.

l Change the display theme.
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l Access the About information for 247connect, the Information Hub and options to download
and install updates. When a new version of the Control is available, the icon changes. From
here, you can choose to download and install the latest version now or wait until the session
ends.

Applications

View and manage the applications currently running on the device.

To manage an application:

l Click Close Application to end it.

l Click Goto Process to go to the associated process in Processes.

Processes

View a list of all running processes on the device.
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To manage processes:

l Click Kill Process to end a selected process.

l ClickMonitor Resources to see the usage differences (+/-) for the running processes.

Services

View a list of services currently running on the device. To control a service, click the relevant toolbar
icon to start, stop, pause or restart it.

Drivers

See a list of drivers installed on the device.
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Edit the registry

Use the Registry Editor in 247connect to securely access and modify the Windows registry on an
end user's device. This is useful for advanced troubleshooting and applying configuration changes.

Note: The Registry Editor is available for Windows Agents only.

Open the Registry Editor

For managed devices

1. Go toManaged in the side menu.

2. Select the device from a device group.

Note: You can quickly access the remote features by hovering over a device in the side menu,

clicking the three dots icon and choosing a feature from the list.

For on-demand sessions

1. Go to On-demand in the side menu.

2. Select the required session.

Click Tools in the toolbar and select Registry Editor.

When prompted, click Open to launch the 247connect Control. To skip this step in the future, select
Always allow portal.247connect.cloud to open links of this type in the associated app.

By default, connecting to an On-demand Agent requires end-user approval. You can also enable
end-user acknowledgement for Managed Agents in Device group settings. While waiting, you'll see
a Connecting screen. Click Cancel to stop the request.
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The Registry Editor window

At the top of the window, you'll see the device name and session time. Icons indicate the session
type:

[VDU icon] Shows you are in a managed device session.

[2-way flow arrows icon] Shows you are in an on-demand session.

From the Registry Editor window toolbar, you can:

l Enter credentials to elevate the session (available for On-demand Agents only).

l View, create, modify or delete registry keys and values.

l Rename a registry key.

l Refresh the registry view.

l Search for specific registry data.

l Import or export registry files.

l Print the registry tree or values.

l Add, edit, reorder or remove bookmarks.

l Open a View window.

l Open a File Transfer window.
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l Start a chat with the end user.

l Send a message to the end user.

l Access tools, including Task Manager and PowerShell.

l Change the display theme.

l Access the About information for 247connect, the Information Hub and options to download
and install updates. When a new version of the Control is available, the icon changes. From
here, you can choose to download and install the latest version now or wait until the session
ends.

The status bar at the bottom of the window shows the device name, logged-on end user, currently
selected key and the type of encryption the session is using. This will display TLS + AES if the
session runs through the gateway or AES (P2P) if the Control and the Agent are on the same
network.

Search for data in the registry

1. Click Find in the toolbar.

2. Enter the string you want to find.

3. Choose what to search:

Match Whole strings only: Matches the whole string only.

Check Key Names: Search in registry key names.

Check Value Names: Search in value names.

Check Data: Search in the data stored within values.

4. Click OK to start the search.

5. To stop the search, click Cancel Search.
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Bookmark key registry paths
Bookmark key locations in the registry that you frequently access.

1. Navigate to the registry path you want to save.

2. Right-click Bookmarks in the toolbar and select Add.

3. Click OK.

To manage bookmarks

1. Right-click Bookmarks in the toolbar and select Edit.

2. Use the available options to add, edit, delete and move up or move down to reorder.

3. Click OK.

Access bookmarks

1. Click Bookmark in the toolbar, select the bookmark you want to open. The Registry Editor
will navigate directly to that key.

Caution: The registry contains vital information on the machine. Editing any section of a registry should be
done with EXTREME care.
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Manage Windows Control updates

The 247connect Windows Control automatically notifies you when a new version is available,
helping you to keep up to date with the latest features and improvements.

When an update is released, the cog icon in the Control toolbar changes to a cloud with

downward arrow icon .

From the menu, you can:

l View the new version number.

l Open the website to see what's new.

l Choose to download and install the update now (this will close the current session) or wait
until your current session ends.

Note: If you installed the Windows Control via the Microsoft Store using Intune, updates are
applied automatically.
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